Troubleshooting the Network
Problem \




» To help the home user answer the question,
» “Is the Internet down... or just me?”

» To help a Network Administrator to determine,
» “If the problem is on the Default Gateway”

» To help you answer the following questions when you can’t access common
applications:

» Is the problem on a device that | manage... or someone else manages?
» Is the problem is in my network, which device | own/manage has the problem ?

» If the problem is on my pc, which steps can | take to fix the problem?




Foundation of Networking

» What is “Networking “?
» Exchanging Communication between two end devices using Medium
» Network Applications and prerequisites

» Network Based application is aware of Network out there but doesn’t know how much
network devices it has to cross before reaching destination

Addresses = IP Addresses

NIC Cards

Default Gateway

ISP = Internet Service Provider

DNS
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» Ipconfig (In DOC command prompt)

» What information do you know about IP to do your job?

ipconfig:

CAWINDOWS\system 3 cmd.exe The IPCONFIG command displays all current TCP/IP network
configuration values.

It gives you basic information to get your IP address, your router's |IP

\Usershamrit>ipconfi
PC = address, DNS Server |IP address, DHCP Server |IP address, etc ...

Here is the o/p ipconfig/all for detailed information

- -

Link-local IPv6 Address . . . - Te80::cl62:68bf:8d7a:
Autoconfiguration IPv4 Address. . : 169.254.189.151
Subnet Mask . . . . . . . . . . . : 255.255.8.6

Default Gateway

6do7¥14

Wireless LAN adapter Wi-Fi:

Connection-specific DNS

Link-local IPvEe Address . . . . . : TeB88::75ab:ecb7 :52008:3858%18
IPvd Address. . . . . .« +« « « « - :» 192.168.0.180
subnet Mask . . . . . . . . . . . : 255 255 _255.8

Deftault Gateway . . . . . . . . . : 182.168.8.1

Ethernet adapter Bluetooth Metwork Connection:

Media State . . . . . . . . . . . : Media disconnected
Connection-specific DNS Suffix




» The IP Address which you PC got should be unique in the Network in which it is
connected

» Asyou have IP Address, every destination you want to reach through network has to
have also their unique IP Address

» The destination might be 5 ft. or 5 miles away from your device

» So there should be mechanism to connect that destination device, It could be
» Wired
» Wireless

» How your Device connects to Wired or Wireless Network?

» Using NIC cards

» Destination you want to reach example google server may not be in same room that
you are or not in same city that you are nor in the country where you are

» In networking term if your device is in different broadcast domain then what you need to
reach destination?

» Default Gateway i.e. Router




How do you get connected to the Internet?

» Before that what is Internet ?

» “The Internet is the global system of interconnected computer networks that use the Interne
Protocol Suite (TCP/IP) to link devices worldwide. It is a network of networks that consists of
private, public, academic, business, and government networks of local to global scope, linked
by a broad array of electronic, wireless, and optical networking technologies.”

» Itis network of Networks
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DATA NETWORK
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» How do you get connected to Internet?
» Your ISP makes the Internet a possibility.
» With a subscription with an ISP, you will get a connection to the Internet.

» So whatis ISP?

» It refers to a company that provides Internet services, including personal and business access to
the Internet.
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To browse google.com

» You type www.gooogle.com

Or to browse cnn.com

» You type www.ccn.com

For human it is easy to remember words rather than Numbers

But do our End User Devices or Network devices understand Words ?
» No
» Then What?
» They only understand Numbers i.e. IP Address

» Then what happens when you type www.google.com in browser ?

» They actually get resolved into IP Address from their Name

» E.g. www.google.com get resolved to 172.217.12.142

» How your Computer does that?

» It does that with the help of DNS Server.



http://www.gooogle.com/
http://www.ccn.com/
http://www.google.com/
http://www.google.com/

Then What is DNS Server ?

» A DNS server is a computer server that contains a database of IP addresses and their
associate hostnames, and in most cases, serves to resolve, or translate, those common

names to IP Addresses as requested.

DNS Server
What is the IP of foobar.com ‘
foobar.com/index.html
-
Here is the IP: 156.X.X.X
Request: foobar.com/index.html We b Se rver

-
-

Reponse: foobar.com/index.html -

foobar.com

-




Output of ipconfig/all

CAWINDOWS\systemn 32 omd.exe

fecB:6:8:FfFF::
NetBIOS over Tcpip. . . . . . . . @ Enabled

a1

Wireless LAN adapter Wi-Fi:

Connection-specific DNS Suffix

Description . . . . . . . . . . . : Broadcom 8862.11n Network Adapter
Physical Address. . . . . . . . . : (CB-18-85-BF-7A-D3

DHCP Enabled. . . . . . . . . . . ! ¥Yes

Autoconfiguration Enabled . . . . : Yes

Link-local IPv6 Address . . . . . : Te80::75a3B:eeb7:5e58:3858%18(Preferred)
IPv4 Address. . . . . . . . . . . : 192.168.98.188(Preferred)

Subnet Mask . . . . . . . . . . . ! 255.255.255.8

Lease Obtained. . . . . . . . . . : Sunday, December 3, 2817 9:27:44 AM
Lease Expires . . . . . . . . . . ! Wednesday, December 13, 2817 8:26:15 AM
Default Gateway . . . . . . . . . ! 192.168.6.1

DHCP Server . . . . . . . . . . . :192.168.8.1

DHCPvE TAID . . . . . . . . . . . ! 9p475269

DHCPvE Client DUID. . . . . . . . : PB-81-86-81-21-A2-52-D9-D4-BE-D9-4E-A1-BA

DNS Servers . . . . . +« « .« .« . . : 192.168.8.1
NetBIOS over Tcpip. : Enabled

Subnet Mask tell currently in which local network your device is

IPv4 Address tells what IP do you have in this device ’
Default gateway, the Router you have in your network acting as Gateway

Here DNS Server IP is same as Default Gateway, it doesn’t mean router
acting as DNS Server actually my pc forwards DNS queries to DNS Servers
through my default gateway



» |can’t get to my favorite website!!! In wired network

Is my laptop connected to cable?

Wall-Plate

Ensure Cable/DSL modem
is powered-on and connected
to wall-plate

No 1
Find the Ethernet Cable connecting

to your DSL/Cable modem and plug it
in to your laptop




What about wireless network?

Connectivity Restored?

Turn on the Wi-Fi radio

~

Is the Wi-Fi — Radio button is switched on?1 Wait at least 1-Minute Ves |

* N | | |
-6\ -))) (((.l_

Wall-Plate

Here the default gateway is Wi-Fi Router not the mode




s the Wi-Fi radio turned on in your software?

NO Turn on the Wi-Fi radio in you software

\

(k -E' » Control Panel » Network and Internet » Network Connections »

U8 Network Connections

Organize *  Enable this network device  Diagnose this connection
= Bluetooth Network Connection = | Ethemet
Not connected Network cable unplugged

X Bluetooth Device (Personal Area... ¥ @ Realtek PCle FE Family Controller

A

Rename this connection

|
||

' Npeap Loopback Adapter
Unidentified network
@ Microsoft KM-TEST Loopback Ad...

Change settings of this connection

l: Wi-Fi
MeS  Disabled

_—> Now connect to SSID

Jd:[m Bro

& Enable
Status

Diagnose

Create Shortcut

E Unidentified network

nernet

@ TULAJA_ COMPUTER_TRAINING_CENTER

Secured

|:| Connect automatically

G

FLASH
* Secured



Here you can see the connectivity problem:

» Might be Wi-Fi radio software disabled
» Wi-Fi radio switch is off

Ok After that, Does your device display any graphic
indicating it is connected to Wi-Fi ?

NO ™= Has your device discovered your Wi-Fi Network?

/

NO =eeeep 1UrN 0N your Wi-Fi Access-Point or move

Closer to it.

Wall and metals creates interference to Wi-Fi signal

Not connected

d[ﬂ] Connections are available

Wireless Network Connection
Pirates
10FX12035299

Ni-BYOD

CableWiFi

TWCWiFi



Initial Problem: Everything is really slow...or...I can reach some things
but not others!

gthernet cable
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Troubleshooting Tools

C:\Windows\system32>

» Ping @ \

» Trace

Allows you to send a SIGNAL to another Device on the NETWORK to

[> Nslookup see ifitis ACTIVE.

How does it work?

Uses the ICMP (Internet Control Message Protocol) to send out an
"echo request” to the destination device, and gets back an "echo
response” if the device you are trying to reach of in fact ACTIVE.

Ping Command

4

C:\Windows\system32>ping 192.168.1.1

Pinging 192.168.1.1 with 32 bytes of data: ) ] )
Reply from 192.168.1.1: bytes=32 time<ims TTL=64 Sending 4 packets to destination
Reply from 192.168.1.1: bytes=32 time<ims TTL=64 192.168.1.1
Reply from 192.168.1.1: bytes=32 time<imsTTL=64

Reply from 192.168.1.1: bytes=32 time=1ms TTL=64

Each packet of size 32 bytes

Receiving reply of 4 packets

Ping statistics for 1927168.1.1: > 0% loss
Packets: Sent = 4, Received = 4, Lost = 0 (0% lo$s),
Approximate round trip times in milli-seconds:
Minimum = Oms, Maximum = 1ms, Auerage = Oms packet is less than a g

Time taken to get respg




Ping Loss

o o
?plf o - PC sending icmp request to RouterA
2901 2901
Rougfers RouterB

Link between router and switch gets broken

Check the result

0-24TT C:\Windows\system32>ping 192.168.2.200
Switchl =
Pinging 192.168.2.200 with 32 bytes of data:
Request timed out.
¥ Request timed out.
%Efr Request t;med out.
Request timed out.

Ping statistics for 192.168.2.200:
Packets: Sent = 4, Received = 0, Lost = 4 (1004 loss),

4 packet sent as icmp request

4 get lost due to link brekage, so 100% loss




Tracert

TRACERT:

TRA.CE'RT let's you see, the step-by-step route a packet takes to the Let’s check what’s happening he
HEEHREIDT Ao POt Traced packet is crossing ha

So, if you send a packet to google.com, before the packet actually
reaches google.com servers, it will go through many different routers Default Gateway
before it finally reaches google.com.

ISP router where my router is con

You can also use the term HOPS instead of routers. So, if it takes 10
routers to get to google.com, you can instead say, “it took 10 hops”.

Finally, npnog.org

\Usershamrit>tracert npnog.org

racing route to npnog.org [282.
ver a maximum of 36 hops:

52.8.148]

1 5 ms 2 ms 2 ms 192.168.1.1
2 14 ms 18 ms 17 ms 186.64.8.1
3 14 ms 28 ms 28 ms 183.258.132 .66
4 21 ms 15 ms 18 ms 282.51.66.65
5 212 ms 222 ms 227 ms ix-xe-8-8-2-8.tcore2.MLV-Mumbai.as6453.net [188.87.39.53]
68 221 ms 211 ms 266 ms if-ae-2-2.tcorel.MLV-Mumbai.as6453 . net [186.87.38.1]
7 124 ms 127 ms 141 m=s 186.87.35.94
8 126 ms 128 ms 1286 ms 163.225.212.178
9 61 ms 68 ms 66 ms ge-218.41.nren-rtr.wlink.com.np [282.79.41.218]
16 62 ms 67 ms 68 ms mail.npnog.org [262.52.6.148]

race complete.




NSLookup

NSLOOKUP:

This command will fetch the DNS records for a given domain name or
IP address. Remember, the |IP addresses and domain names are
stored in DNS Servers, so the nslookup command lets you query the
DNS Records to gather information.

What’s happening Here?

Querying DNS Server for google.co

\Wsersiamrit>»n
- Al i.e. ip address of google.com

LinKnown

192 .168
my router is receiving DNS query to
forward valid DNS Server

Showing ip address of goo






