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The Network is the Battlefield
Why Defense and Offense Must Merge in Modern Network Security
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Architecture



Legacy Network Defense is Failing

Network design is
often decades

old, even there is
no inventory.

Internal lateral
movement

frequently goes
undetected.

Firewalls protect
the edge, but

attackers
operate inside
the network.



Legacy Network Defense is Failing

35% of breaches originate from internal network layers – Verizon DBIR 2024



Common Network Security Gaps

Determining what
actions users are
allowed to perform
based on their roles
and permissions.



Network Security is more than Routing
Hygiene

BGP controls (MANRS, ROAs, RPKI) ≠ internal
security
The myth of segmentation: VLANs ≠ true isolation
Modern attacks operate inside the perimeter
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Orange Spain
Faces BGP Traffic
Hijack After RIPE
Account Hacked

by Malware in
2024



What MANRS & ROAs Solve vs. What you
still Need

ROA, RPKI, MANRS is mendatory, but dont cover all



FireEye Red Team tools (2020)



Network Layer Attacks
by Country - Bangladesh

https://radar.cloudflare.com/
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Helping the Attackers?
by Country - Bangladesh

https://www.shodan.io/
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Offensive TTPs on Enterprise
Networks

Understanding common Tactics, Techniques, and Procedures (TTPs) used by red teams to identify network vulnerabilities.



Red Team Use
Case: Guest

VLAN to DNS
Control



Red Team Use Case: Guest VLAN to
DNS Control

Why This Is Powerful
No exploits: Just misconfig and default
behavior
Common: Many guest networks have
basic firewalling but allow DHCP
Undetected: If DNS logs aren’t monitored
or ACLs don’t block rogue DHCP, it slips
through



“Prevention is ideal, but DETECTION is a must!

“Knowing your Offense is the best defense!



Detection Engineering: Network
Layer



The Purple Loop: Offense Drives
Network Resilience



Recommended Network Security
Tools



Recommended Practice

Network Resilience Requires Adversarial Thinking; 
DO Quarterly

Simulate rogue DHCP or DNS
Evaluate switch/router auth (SNMPv3, ACLs)
Don’t just patch BGP — patrol your internal traffic; Deploy Zeek on
internal SPAN/TAPs
Capture 24–48 hrs of east-west NetFlow
Check firewall rules between internal VLANs
Connect with Intel from CloudFlare Radar and Shodan.
Work with DNSRPZ/Pi-Hole project to work with DNS-based IOCs.
Update your system and application with the latest patch.



“If your network is
flat, your security is

fantasy.”



Verizon Data Breach Investigations Report (DBIR) 2024 – for breach stats.
MITRE ATT&CK & D3FEND – for structured adversary techniques and defensive mapping.
CISA “Known Exploited Vulnerabilities” Catalog – for trending network layer risks.
FireEye/Mandiant Reports – for Red Team tactics.
ENISA Threat Landscape Reports – for regulatory and European network defense posture.
https://www.shodan.io/search/facet?query=country%3A%22NP%22&facet=port
https://radar.cloudflare.com/security/network-layer/np?dateRange=24w
https://thehackernews.com/2024/01/orange-spain-faces-bgp-traffic-hijack.html
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