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2025 Global Stats
• Ransomware shits to Data Exfiltration Extortion

• Massive Surge in Supply Chain Attacks

• 58% surge in infostealer attacks

• AI-Powered Disinformation Targeting Global 
elections (Deepfake videos)

• AI-Driven Social Engineering and Voice Phishing

• Data leakage through cloud misconfigurations
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Key Insights

40,000 new vulnerabilities added in 2024 (33% 
increase from 2023)

331 zero-day vulnerabilities identified

55% with publicly available POC code

32% fully functional exploit code available

30% used in ransomware and APT campaigns



AI enabled 
Cyber crime

DeepfaceLab and Faceswap

FraudGPT  and WormGPT

AI generated Phishing pages

Eleven Labs and Voicemy.ai

AI power social engineering bot



Rise of 
Automated 
Scanning
• Approx 36,000 scans per second (Rise of 

16.7%)
• Targeted services include SIP, RDP, 

OT/IoT protocols





Top 
vulnerabilities

Windows SMB Info Disclosure vulnerability

Apache Log4j RCE

Hardcoded password in IoT devices 

IOT device commonly exploited 
•Netcore Netis Router
•Wifi P2P GoAhead Cameras
•Zyxel Firewalls and Routers
•TP-Link Archer  Routers
•GPON Routers from multiple vendors

Google Chrome V8 Javascript engine

RCE vulnerability in Microsoft Outlook 
Oracle Web logic vulnerabilities to deploy crypto mining 
malware





Curly Spider Social Engineering 
Attacks



New Adversaries 



Nepal: 
Cybersecurity 
Stats



Digital 
Transformatio
n

39M cellular mobile connection (132% of total population)

80.5% of mobile connection as broadband (3G, 4G)

15.5M millions individuals using internet 

14.3 Million Social media users (48% of total population)

Online penetration above 55%

Median fixed internet download speed:70.94 Mbps

Rapid adoption of digital services (Digital payments, eCommerce) 

Business as well as government embracing digital. (Nagarik App, Online 
Password, Tax systems and more)



Policy and 
Regulations

ETA 2063/ The Privacy Act 2075

National Cyber security Policy 2080

National Cyber security Center Established

IT/Cybersecurity Bill in draft

• NTA (Cyber security Byelaw 2077)
• NIA
• NRB

Regulatory bodies 



Key Cybersecurity Threats  (Nepal)

SURGE IN 
PHISHING 

CAMPAIGNS

MALWARE 
ATTACKS 

(RANSOMWARE)

WEBSITE 
DEFACEMENT

DATA BREACH FINANCIAL FRAUD

SOCIAL 
ENGINEERING (VIA 

SOCIAL MEDIA)

DDOS ATTACKS



Key Incidents 
(Nepal)

Date Target Attack Type Impact Summary

2017

Multiple 
government 
websites 
defacement 

Website 
defacement/data 
leak

Threatened data 
exposure

2017 Class A Bank 
SWIFT Transfer User compromise Fund transfer to 

foreign account

2020 Food Delivery & 
ISP Data breach

Data 
breach/domain 
intrusion

~50k user records 
leaked; threatened 
additional bodies

2023 Government 
Servers DDoS attack

~1,500 gov. sites 
offline; airport 
disruption

2024 Government 
servers DDoS reattack Hundreds of 

websites down

2025 Hello Sarkar 
(PMO) Data breach PII leaked/sold on 

darkweb

2020- Rise in data 
breach

Multiple org on 
Darkweb





Website Defacement: stats



Data on Internet



Nepal Police 
Cyber crime 
stats
FY80/81



119%  
Rise 
from 
last FY



FY 2081/82 
Stats

Around 15k cases till now

Telegram related Complain in 
rise

Rise in Whatsapp related 
complaints



Challenges Faced 
by Nepal
• Limited cybersecurity Awareness 
• Skilled Professional Shortage
• Budget Constraints
• No proper centralized National level 

CERT
• No mandatory incident reporting 
• Fragmented policies
• Insufficient public-private-acadmic 

coordination



Few Insights

Exposed devices, 
services and port

Vulnerable devices IP observed in 
Malicious Activities

Sensitive information 
leaking online 



Top Vulnerabilities: 



Exposed 
services

















Attack Trends: Nepal





Attack 
Types





Recommendation
s for 
Strengthening 
Cybersecurity

MFA Implementation / Identify and Access Management

Regular updates/patches

Periodic Audit / Penetration testing / Risk Assessment

Cyber security awareness and training

Reduce Attack surface exposure / Secure by design principle

Develop a robust vendor management program

Leverage Dark web and threat intelligence
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