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Cybersecurity Practitioner and Academician for 15+ years
Currently Cybersecurity Consultant @WorldbankGroup
CISO/CEO @AbrikTech

Certified EC Council Instructor (CPENT, CEH, CSA,CCT,CSA)

Visiting Faculty (IOE, Pulchowk, The British College, Islington College)

Previously CTO/CISO @ Eminence Ways, Cybersecurity company (9 years)

About Me
Santosh Sharma
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https://www.middleeastmonitor.com/20190624-us-cyber-attacks-on-iranian-targets-not-successful-iran-minister-says/
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Key Insights

K
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40,000 new vulnerabilities added in 2024 (33%
increase from 2023)

331 zero-day vulnerabilities identified

55% with publicly available POC code

32% fully functional exploit code available

30% used in ransomware and APT campaigns



DeepfacelLab and Faceswap

§\ FraudGPT and WormGPT
Al enabled .
Al generated Phishing pages

Cyber crime

9 Eleven Labs and Voicemy.ai

Al power social engineering bot




Rise of
Automated
Scanning

» Approx 36,000 scans per second (Rise of
16.7%)

» Targeted services include SIP, RDP,
OT/loT protocols

Behavioral Trend Analysis by Month
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Current
Detections

116
trillion

Detections
in 2024

993
billion

Growth year
over year

16.71%



Interactive Intrusions by Region

- NORTH AMERICA

- SOUTH AMERICA

- OCEANIA



Windows SMB Info Disclosure vulnerability

Apache Log4j RCE

Hardcoded password in loT devices

|OT device commonly exploited

TO p *Netcore Netis Router
*Wifi P2P GoAhead Cameras
I b i I 11 «Zyxel Firewalls and Routers
Vu n e ra I Itl es * TP-Link Archer Routers

* GPON Routers from multiple vendors

Google Chrome V8 Javascript engine

RCE vulnerability in Microsoft Outlook

malware
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Q MARCH 23, 2023
Synacktiv exploits zero-day vulnerability

O

(CUE-2023-29360) during Pwn20wn Uancouver

SEPTEMBER 12, 2023
Microsoft discloses CUE-2023-36802

MARCH 208, 2024

® JuLy 9, 2024
Microsoft discloses four related vulnerabilities

AUGUST 13, 2024
Microsoft discloses four related vulnerabilities

@ SEPTEMBER 10, 2024
Microsoft discloses CUE-2024-38245

@ OCTOBER 8, 2024
Microsoft discloses CUE-2024-43554

¢ OCTOBER 13, 2024
Industry researcher releases POC exploit for
CUE-2024-35250 based on DEUCORE's research

Q OCTOBER 15, 2024
CrowdStrike Intelligence observes
first CUE-2024-35250 sample in the wild

Q NOUEMBER 21, 2024

DEUCORE exploits zero-day Unknown actor attempts to execute
vulnerability (CUE-2024-35250) during CUE-2024-35250 exploit

Pwn20wn Uancouver
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Curly Spider Social Engineering
Attacks
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Nepal:

Cybersecurity

Stats




Lﬂ 39M cellular mobile connection (132% of total population)
) 80.5% of mobile connection as broadband (3G, 4G)

L1 15.5M millions individuals using internet

D I g Ita I =2= 14.3 Million Social media users (48% of total population)
Transtormatio
1

[_] Online penetration above 55%
Median fixed internet download speed:70.94 Mbps

@ Rapid adoption of digital services (Digital payments, eCommerce)

m Business as well as government embracing digital. (Nagarik App, Online
Password, Tax systems and more)



ETA 2063/ The Privacy Act 2075

mmm National Cyber security Policy 2080
mmm National Cyber security Center Established

Policy and

Regulations

IT/Cybersecurity Bill in draft

mmm Regulatory bodies

* NTA (Cyber security Byelaw 2077)
* NIA
* NRB




Key Cybersecurity Threats (Nepal)

SURGE IN MALWARE WEBSITE DATA BREACH FINANCIAL FRAUD
PHISHING ATTACKS DEFACEMENT
CAMPAIGNS (RANSOMWARE)

SOCIAL DDOS ATTACKS
ENGINEERING (VIA
SOCIAL MEDIA)



Key Incidents
(Nepal)

Date

2017

2017

2020

2023

2024

2025

2020-

Target

Multiple
government
websites
defacement

Class A Bank
SWIFT Transfer

Food Delivery &
ISP Data breach

Government
Servers

Government
servers

Hello Sarkar
(PMO)

Attack Type

Website
defacement/data
leak

User compromise

Data
breach/domain
intrusion

DDoS attack

DDoS reattack

Data breach

Rise in data
breach

Impact Summary

Threatened data
exposure

Fund transfer to
foreign account

~50k user records
leaked; threatened
additional bodies

~1,500 gov. sites
offline; airport
disruption
Hundreds of
websites down

Pll leaked/sold on
darkweb

Multiple org on
Darkweb



% talenthunt.motaga.gov.np. t secure  dforasuwa.gov.np/ug

Azerbaijan Hackers Was Here

rdmll

Linux talent 4.15.0-213-generic # ~Ubuntu SMP Mon Jun
since 2014

Hacked By MarioGanz x Kirix

Greetz?
erangbetar - Foursdeath Team - TegalXploiter - Banyumas Cyber Team - BaliSec1337 - Surabaya Black Hat - Indoxploit - b
Sanjungan Jiwa - Sorongbetar - Kelelawar Cyber Team - Indonesian Predator Team - TangerangXploit Team - Grey Hat Scho
Garuda - Jawa Barat Cyber - [owok Tersakiti Team - Sukabumi BlackHat

Stage: Office of the Prime Minister and Council of Ministers

his Security Dat

m re and ask for info

o =
Fancy Bears - APT28 https:/it. me/fbearschat

GOD '

o

Mar 2025

drvioer-xr-x
dnac-xr-x
dnanarxrx
dirvgxrx
v -xg-x

Security Has Boen (Bypassod)
drvoar-xr-x

VWKW




Website Defacement: stats

NOTIFIER | DOMAIN | com.np
Special defacements only || Fulltext/wildcard Onhold (Unpublished) only U
Date : ALL v H Apply filter ‘

Total notifications: 5,012 of which 851 single ip and 4,161 mass defacements

Legend:

H - Homepage defacement

M - Mass defacement (click to view all defacements of this IP)

R - Redefacement (click to view all defacements of this site)

L - IP address location

¥ - Special defacement (special defacements are important websites)

Date Notifier H MR L 7 Domain

2025/05/22 10xtOx M M= www.jayakishan.com.npy/ioxtox.php
2025/05/22 iOxtOx HM ES www.lalupatetravels.com.np
2025/05/19 DimasHxR M %= himalayanrangetreks.com.np/a.html
2025/05/19 DimasHxR = hrworldservice.com.np/a.html
2025/05/19 DimasHxR M B=  karmavahandicraft.com.np/a.html
2025/05/19 Mr. BDKR28 M ] titankitchenl.pramsoft.com.np/...
2025/05/19 Mr. BDKR28 M ™ ugc.com.np/BDKR28.txt
2025/05/19 Mr. BDKR28 ] = cafe.pramsoft.com.np/BDKR28.txt
2025/05/13 Mr. BDKR28 == mountech.com.np/a.htm
2025/05/09 CaptainSmok3r H M R == nepalgas.com.np

2025/04/29 ynR | affiliate.bizbazar.com.np/ynr....
2025/04/29 ynR | M chatbot.bizbazar.com.np/ynr.html|
2025/04/29 ynR | M survey.bizbazar.com.np/ynr.html
2025/04/17 Simsimi R ™= www.dryadavbhatta.com.np/image...
2025/04/14 AnonSec Team M W www.nap.com.np/ez.php
2025/04/14 F4st~03 M [ hariyaliabhian.com.np/y.txt
2025/04/14 F4st~03 M B sarbodaya.com.np/y.txt
2025/04/14 Fast~03 M == sbcb.com.np/y.txt

2025/04/14 ReflinP M ™= ankitrawal.com.np/index2.htm|
2025/04/14 SMoker666 H S medcare.com.np

2025/04/09 VenoRyan M [ politics.manirajkatuwal.com.np...
2025/04/09 VenoRyan M M5 ribeshbasnet.com.np/veno.htm
2025/04/09 KAKEGURAI M ™ aaviss.com.np/ind.html
2025/04/07 JRayzky == admaxconsultancy.com.np/yea.html
2025/04/07 IRavzky M = www.nnlb.com.np/iovv.html

os
Linux
Linux
FreeBSD
FreeBSD
Linux
Linux
Linux
Linux
Linux
FreeBSD
Linux
Linux
Linux
Linux
Linux
Linux
Linux
Linux
Linux
Linux
Linux
Linux
Linux
Linux

Linux

View

mirror
mirror
mirror
mirror
mirror
mirror
mirror
mirror
mirror
mirror
mirror
mirror
mirror
mirror
mirror
mirror
mirror
mirror
mirror
mirror
mirror
mirror
mirror
mirror

mirror

NOTIFIER ’ DOMAIN [gov.np
Special defacements only I: Fulltext/Wildcard Onhold (Unpublished) only }j

Date : | ALL v || Apply filter |

Total notifications: 2,370 of which 512 single ip and 1,858 mass defacements

Legend:

H - Homepage defacement

M - Mass defacement (click to view all defacements of this IP)

R - Redefacement (click to view all defacements of this site)

L - IP address location

# - Special defacement {special defacements are important websites)

Date Notifier H MR L 7% Domain

2025/04/23 CaptainSmok3r H R B www.dhm.gov.np

2025/04/16 Error People Squad —% brhospital.bagamati.gov.np/aer...
2025/04/11 CaptainSmok3r H =2 % nafigml.gov.np

2025/04/07 /Rayzky._ HM R ¥ phd.p2.gov.np

2025/02/20 CaptainSmok3r H R = ¥ dis.gov.np

2025/02/19 Cyb3r_DragOnz_Team HM B & cdcpalpa.gov.np

2025/02/19 Cyb3r_DragOnz_Team H ™M B * idokanchanpur.sudurpashchim.go...
2025/02/18 rizky07 M B 9 akepalpa.gov.np/rizky.htm
2025/02/18 rizky07 M B tanahun.akc.gov.np/rizky.htm
2025/02/18 rizky07 M B % bhojpur.ake.gov.np/rizky. htm
2025/02/18 rizky07 M B # dolpa.ake.gov.np/rizky.htm
2025/02/18 rizky07 M B & palpa.akc.gov.np/rizky.htm
2025/02/18 rizky07 M B ¥ salyan.akc.gov.np/rizky.htm
2025/02/18 Mr.KroOoz.305 H ™M B khaptadnationalpark.gov.np
2025/02/13 ynR ! B+ dfobhojpurkoshi.gov.np/ynr.html
2025/02/13 ynR ! M B ¥ dfodhankuta.koshi.gov.np/ynr.html
2025/02/13 ynR | M B # dfogaighat.koshi.gov.np/ynr.html
2025/02/13 ynR | M B ¥ dfokhotang koshi.gov.np/ynr.html
2025/02/13 ynR ! ] B ¥ dfomorang.koshi.gov.np/ynr.html
2025/02/13 ynR ! M B 9 dfojhapa.koshi.gov.np/ynr.html
2025/02/13 ynR | M B & dfookhaldhunga.koshi.gov.np/yn...
2025/02/13 ynR ! M B & dfosankhuwasabha.koshi.gov.np/...
2025/02/13 ynR ! M B  dfoilam.koshi.gov.np/ynrhtml
2025/02/13 ynR | M B & dfosolukhumbu.keshi.gev.np/ynr...
2025/02/13 ynR | M B % dfosunsari.koshi.gov.np/ynr.html
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DISCLAIMER: all the information contained in Zone-H's cybercrime archive were either collected online from public sources or directly notified

anonymously to us. Zone-H is neither responsible for the reported computer crimes nor it is directly or indirectly involved with them. You might find some
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Data on Internet
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Nepal Police
Cyber crime
stats
FY80/81

No. of Cases Registered by Provinces
Total Application: 19,730

Sudurpashchim
. ) . Cyber Bureau
Province Karnali Province (el Biallo:Sarked)
60 e 16,439

Lumbini Province

683
Madhesh Province 1149

Cyber Bureau | Sudurpashchim Province Kisshit Pristoga
Highest Lowest



0
L 1 9% - v sen
Rise AT A

253 382 8,745 9,583 767

f r D m Boys Girls Women Men LGBTQI+

ast FY

16,096 1114 981 690
Facebook Instagram WhatsApp Tiktok

(Incl. Messenger)

o ® X & &

69 21 15 14 13 224
Youtube Viber IMO Twitter Website Hacking  Other

17

Email




Around 15k cases till now

FY 2081/82 % Telegram related Complain in
Stats rISe

;\ A Rise in Whatsapp related
complaints



Challenges Faced
by Nepal

 Limited cybersecurity Awareness
« Skilled Professional Shortage
» Budget Constraints

» No proper centralized National level
CERT

* No mandatory incident reporting
* Fragmented policies

* Insufficient public-private-acadmic
coordination
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Few Insights

@) L]

Exposed devices, Vulnerable devices
services and port

(B

Sensitive information
leaking online

A

IP observed in
Malicious Activities



Top Vulnerabilities:

country:NP /i

©@ Data for vuln facet is ready
{ Overview < Facet
// FILTER LINES // TOP VALUES
Search 10k
// Deselect All '-.
8k
| cveE-2017-7679
J cvE-2016-8612 %
§ cvE-2018-1312 3
CVE-2016-4975 1
L
2% Y, | ‘\
| CVE-2022-28330 | .
\ \ | WY
% | 9 : ‘ :
G | CVE-2022-28614 2019 2020 2021 2022 2023 2024 2025

| cVE-2023-44487
// BREAKOUT



Exposed

services

Kathmandu 6,822
Pokhara 2247
Bharatpur 216
Patan 157
Butwal 101
More

Nepal Telecommunications 3196
Corporation

Internet Service Provider 433

Mercantile Communications Pvt. 3
Ltd

76

" o Pyt
313
Ltd

VIA NET COMMUNICATION LTD 298

RIATE1

N quer

country: NP port: 161

% Dow

»

n

Product Spotlight: Keep track of what you have connected to the Internet. Check out Shodan Monitor

1 7).189
B Nopal, Katheranay Versions
3
Ingine Boots: 0
Inginelo Dot SO0ONEOM N0 T0c 210030004
(nterprise: 3
tngine Tine: 370 days, ¥:37:&2

(i Versions
B Mepel, Pioan )
Engine Booty: &
Ergineld Date. SODNIGIOINNGL ) L0e2bdte0
ntergrise:
Engine Time: 1072 dapy, 6129124

1be.0v.00.203
B toopal Kameranay Versions
)
Ingineld Format . teat
(ngine $00t4: @
Ingineid Data: S000)aScd
Faternsice: 18488

8o

A
©

Seac




Explore Downloads Pricing £ country:NP port:445

TOTAL RESULTS

--------------------------------------------- {am View Report &% Download Results Ll Historical Trend M View on Map Q  Advanced Search
528 Product Spotlight: Free, Fast IP Lookups for Open Ports and Vulnerabilities using InternetDB
TOP CITIES 39
______________________________________________ Ncell Private Ltd. \x83\x00\x00\x01\x81
t 476
Hashmandu B Nepal, Kathmandu
Itahari 17
Pokhara 7 . R (|
VIA NET COMMUNICATION LTD .
Patan 7 Vv SMB Status:
B Nepal, Kathmandu Authentication: enabled
Bharatpur 5 SMB Version: 1
0S: Windows Server 2016 Standard 14393
More... Software: Windows Server 2016 Standard 6.3

Capabilities: extended-security, infolevel-passthru, large-files, large-readx, large-writex, level2-opl«

TOP ORGANIZATIONS

Vianet Communications Pvt. Ltd 120 y nection Solutions | Wifi Connection | Wifi solutions < |4
18 HTTP/1.1 200 OK
VIA NET COMMUNICATION LTD 58 Cloud Innovation Ltd Emposalilly: SEEH B9 B sainsnet
B Nepal, Kathmandu Connection: keep-alive
Data Hob Pyt Ltd. o4 R 2 e Eﬂ Content-Length: 145192
IPv4 Superhub Limited 30 \g’\ e R php a Content-Type: text/html;charset=utf-8
7 Host-Header: 6d77dd967d63c3104bcedldb@caced49c
WorldLink Communications 27 - Last-Modified: Fri, 29 Jul 2022 16:53:01 GMT
Loginip: 224.57.220.104
More... Pragma: private

Sec-Websocket-Accept: MIGFMABGCSQ
Server: squid/3.5.25

TOP PRODUCTS T T



SHODAN Explore

Kathmandu
Butwal
Pokhara
Biratnagar
Dhulikhel

More...

TOP ORGANIZATIONS

Data Hub Pvt. Ltd.
Access World
WorldLink Communications

National Information Technology
Center

Next Geekers Pvt. Ltd.

More...

TOP VERSIONS

Downloads

45

20

16

15

1"

Pricing 2

country:NP port:3306 product:"MySQL"

Q Advanced Se

& Download Results Ll Historical Trend
Search

a0 View Report M0 View on Map

Access Granted: Want to get more out of your existing Shodan account? Check outeverything you have access

AN

hosting.cyberiinknepal.com MySQL:
Access World

2025-06-11T14:02:C

Protocol Version: 1@
B Nepal, Kathmandu Version: 5.7.44

eol-product Capabilities: 65535

Server Language: 8

117T11.33.2

Server Status: 2 2025-06-
Extended Server Capabilities: 49663
Authentication Plugin: mysql_native_password

7.89

c3-8Y.accessworld.net MySQL:
Access World Tech Pvt. Ltd.

level2-oplocks, lock-and-read
Protocol Version: 1@
B Nepal, Kathmandu Version: 5.7.36

eol-product Capabilities: 65535 2025-06-11T10:34:¢

Server Language: 8

Server Status: 2
Extended Server Capabilities: 49663

Authentication Plugin: mysql_native_password

A73

Cloud Himalaya Pvt.Ltd MySQL:
B Nepal, Kathmandu

Version: 8.6.33
Capabilities: 65535

Server Language: 255

Protocol Version: 1@

Server Status: 2



Explore Downloads Pricing &£ country:NP camera product:"Hikvision IP Camera"

doasiosic i v NSRS SN a0 View Report &% Download Results Ll Historical Trend M View on Map Q Advance
622 Product Spotlight: We've Launched a new API for Fast Vulnerability Lookups. Check out CVEDB
TOP CITIES @ 124.41.213.170 [/
Siddhar‘thanagar 462 :]]7.2.0213.4:.124.dynanmc.»vlmk.co HTTP/1.1 208 0K .
Stat‘u: subnet for enterprise at BTW- Yoy ACCEpF-EnCOdmg
Kathmandu 128 BHW X-Frame-Options: SAMEORIGIN
k Nepal, Siddharthanagar Content-Type: text/html
Patan 6 X-Content-Type-Options: nosniff
Date: Wed, 11 Jun 2025 21:21:44 GMT
Bharatpur 5 ETag: 1725461428
Content-Length: 481
Butwal 5 X-XSS-Protection: 1; mode=block
Last-Modified: Wed, 99 Dec 2020 ©6:45:20 GMT
More... Connection: Kee...
TOP PORTS
"""""""""""""""""""""""" @ 103.41.173.18 [
80 82 VIA NET COMMUNICATION LTD HTTP/1.1 260 0K
81 18 B Nepal, Kathmandu Vary: Accept-Encoding
X-Frame-Options: SAMEORIGIN
443 12 Content-Type: text/html
X-Content-Type-Options: nosniff
82 10 Date: Wed, 11 Jun 2025 20:23:85 GMT
ETag: 1739961773
8080 7 Content-Length: 481
X-XSS-Protection: 1; mode=block
More... Last-Modified: Mon, 19 Jun 2823 ©6:07:25 GMT

Connection: Kee...

TOP ORGANIZATIONS



"‘ SHODAN

Explore Downloads

Facet Analysis

Pricing £

country:NP org:"WorldLink Communications"

‘ country:NP org:"WorldLink Communicatiol

vuln.verified v

// TOTAL: 9,011

cve-2020-0796

cve-2015-1635

cve-2021-31206

cve-2021-31207

cve-2021-34473

cve-2021-34523

msl15-034

cve-2019-0708

cve-2024-23897

cve-2021-26855

cve-2021-26857

cve-2021-26858

cve-2021-27065

12

E
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1723

179

8728
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Top 10 Values for: port

1,250

ISearch query: country:NP org:"WerldLink Cemmun

1,500

1,750
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Top 10 Values for: vuln.verified

cve-2020-0796

cve-2015-1635

0 2

cve-2014-0160

Search query: country:NP org:"VIA NET COMMUNICAT

4 6 8




C & Not Secure  view-source:http://’ 19:90' w L 0 9 & 4

<!DOCTYPE html>

<html>

<head>

<meta http-equiv="Content-Type" content="text/html; charset=UTF-8" />
<meta http-equiv="X-UA-Compatible" content="IE=edge">

<meta http-equiv="Pragma" content="no-cache” />

<meta charset="utf-8">

<meta content="IE-edge" http-equiv="X-UA-Compatible">

<meta content="object" property="og:type">

<meta content="GitlLab" property="og:site_name">

<meta content="Help" property="og:title">

<meta content="GitlLab Community Edition" property="og:description">
<meta content="summary" property="twitter:card">

<meta content="Help" property="twitter:title">

<meta content="GitlLab Community Edition" property="twitter:description">
<meta content="GitlLab Community Edition" name="description">

<meta content="#474D57" name="theme-color">

<meta content="#30353E" name="msapplication-TileColor">

<meta name="csrf-param" content="authenticity_ token" />

<meta name="csrf-token" content="8dcb74a64dc984fbYabe3e7c201f810d9ec90edBelc36eda3eb99beefdc23b0720==" />
<meta http-equiv="Content-Type" content="text/html; charset=utf-8"/>
<meta http-equiv="expires" content="-1"/>

<meta name="keywords" content="V0S3000, VoIP, VoIPizij ¥ i% 7%, HAzi"/>
<meta name="author" content="www.linknat.com, [Ai[{%%"/>

<meta name="copyright" content="www.linknat.com, RA2%"/>

<meta name="generator" content="SPIP 4.1.11" />

<script src="/jquery.min.js"></script>

<title>AXIS</title>

</head>

<body>

<div style="display: none;">

<script>SC.util.mergelntoContext({"focusedControlID":null, "userName"”:"","userDisplayName":"","isUserAuthenticated”:false,"antiForgeryToken":"THtoAUxH4s59","isUserAdministrator"”:false, "canManag

<SessionInfo><SID>a29d421feecf688a</SID><Challenge>680a</Challenge><BlockTime>0</BlockTime><Rights></Rights><Users><User last="1">fritzr</User></Users></SessionInfo>
<Account>

<Entry@ Active="Yes" username="CM( web_passwd="Cm " display_mask="FF FF D7 DD FF 1D FF FF FF" Logged="1" LoginIp="192.168.1.10"/>
<Entryl Active="Yes" username="us¢ web_passwd="Gu " display_mask="FF FF D7 DD FF 1D FF FF FF" Logged="1" LoginIp="192.168.1.10"/>
<Entry2 Active="Yes" username="CU/ web_passwd="CU. ........._. Jdisplay_mask="FF FF D7 DD FF 1D FF FF FF" Logged="1" LoginIp="192.168.1.10"/>
<TelnetEntry Active="Yes" telnet_username="Adm: telnet_passwd="cxx4 telnet_port="23"/>

<FtpEntry Active="Yes" ftp_right="1" ftp_auth="1" ftp_username="Adm ftp_passwd="cxx4dr © Ftp_port="21" />

<SambaEntry Active="Yes" smb_right="1" smb_auth="1" smb_username="A 1" smb_passwd="cxx¢ ">

<ConsoleEntry Active="Yes" console_username="Adn " console_passwd="cxx4dmlnt

<CTDefParakEntry setDefValueFlag="1" />

</Account>

<div>8.5.5 (Build:20200530.307-TEMP)</div>

<span class="greyNote version"><span class="vWord">Version</span> 2023.11.3 (build 147512)</span>

<hl>Logged in as <strong>admin</strong></hl><input type="hidden" name="csrfmiddlewa en" value="e9tIOET3iTncMVL4EQESY1CCQupE 15y"><textarea id="3revi" name='
<a href="/loginresister">/looin/Resister</a>
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Nepal v Ransomware v TIME PERIOD: @ Last week O Last month
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Trojan-Ransom.Win32.PornoBlocker.pef

Trojan-Ransom.MSIL.Blocker.gen

Trojan-Ransom.Win32.Foreign.vho

Trojan-Ransom.Win32.Convagent.gen
Trojan-Ransom.Win32.Encoder.adlb
Trojan-Ransom.Win32.Blocker.gfeq
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Exploit.Win32.Convagent.gen
Exploit.MSIL.ChecksumController.gen
Exploit.MSOffice.CVE-2017-11882.gen
Exploit.RTF.CVE-2018-0802.gen

Exploit.MSWord.Agent.gen

Exploit.RTF.CVE-2017-11882.gen

Exploit.Android0S. Lotoor.cc

Exploit.Script.Petitpotam.a
Exploit.Multi.CVE-2020-1472.gen
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Recommendation
s for
Strengthening
Cybersecurity

MFA Implementation / Identify and Access Management

Regular updates/patches

Periodic Audit / Penetration testing / Risk Assessment

Cyber security awareness and training

Reduce Attack surface exposure / Secure by design principle

Develop a robust vendor management program

Leverage Dark web and threat intelligence



Thank you
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