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Agenda of Talk

* New “IT and Cyber Security Bill” tabled in Parliament
* Personal Data Protection Policy
* Al Policy and Strategy



IT and Cyber Security Bill



Domain Name Registration and Management

* Governance DolT
* Operation appointed organization (Possibilities of alternatives )
* Shall be renewed in every two year with fee

* Re registration of existing domain name within 6 months of enforcement of
act.
* Names to be reserved

* Registered company, geographical and cultural sites, Government offices and INGOs,
Reputed personalities etc..



Cloud Service

* Shall be register, if intend to provide data center or cloud service to
third party

* National Standards for Data Center and Cloud Services
* DolT shall verify compliance with standards

* Annual update of status with bi-annual monitoring
*To be renewed in every two years

* Government agencies can host system from any licensed cloud
service provider (except for classified systems)



Cyber Security

* Provisions for Cyber Security Center

* Classification fo Critical Information Infrastructure

* Round the clock Monitoring of Critical Information Infrastructure
* National and Sectoral CERT

* Enlisting of Cyber Security Service Providers

* Enlisting of Security Auditors

* Enlistment of Security Solution (H/W and S/W) providers.



Limitation of Intermediary Liability

* No liabilities if involved in providing access to third party information
or link

* If no self broadcasting or not involved selection of user and content

* If followed lawful instruction for deletion or blockage of unlawful
content or services

* Not involved in facilitation illegal activities
* Shall store service usage log for specific period



Personal Data Protection

» Usage Specific and Consent based personal data collection
* Deletion of personal data after 35 days of specific use case

* Shall follow standard for Storage, Transmission and Processing of
Personal Data

* Government, Financial and Health service provided shall not process
or store data outside Nepal



Al Strategy



Al Policy and Strategy
(Strategic Pillars)
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Al Governance Infrastructure Workforce Sectoral
Development Integration

Frameworks for Development of

ethical Al adoption i:fs;esaz?rt::iltt?rle Enhancing skills and Application of Al
and regulation. education for Al across various

components.
readiness. sectors for impact.




Al Governance and Ethical Standards

Public Trust
Building confidence in Al

Risk Assessment
Evaluating potential Al

Data Security

Protecting data integrity
and privacy.

Bias Mitigation

Strategies to reduce Al

Al Regulation Council

Establishes guidelines and
standards for Al use.

a7
National Al

Center

Central hub for Al
research and
development.
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Legal structures

supporting Al ethics.
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Ethical Standards

Guidelines ensuring fair
Al practices.



Data and Infrastructure

Energy-
Efficient Data
Centers

Important for future
sustainability but not
yet fully ready.

Basic Data
Repositories

Foundational but
currently lacking in
readiness and
importance.

Broadband
Expansion
Critical for future Al

growth despite
current readiness.

High-
Performance
Computing

Essential for
immediate Al
deployment with
existing

infrastrntira



Research and Development

Al Centers

Skilling

Research &

Development Al Literacy

Initiatives

Establishing centers
for Al e;celhnoe in

Education

Developing Al-
focused educational
programs

Programs for skill
Nepal. enhancement in Al.

Promoting
innovative Al
research projects
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Raising public
awareness about Al
technologies.

International
Collaboration

Scholarships

Financial support for
Al education and

Partnering with
research

global research
entities.



Sectoral Integration (Priority)

Environment g
Al for disaster
fmanagement and
environment
Healthcare @
Al applications in

Education

Focus on Al in
education sector
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Personal Data Protection Policy



Objectives of the PDP Policy

Define clear rights for Establish roles and Set up principles for Develop mechanisms Provide for grievance Promote data
data subjects. responsibilities of data lawful data processing. for consent, redressal, sovereignty and
transparency, and enforcement, and national interests.

controllers, processors,

and custodians. accountability. oversight.




Enabling Environment

Public awareness and
digital literacy on data
rights.

m Capacity building for
public/private sector actors.

Alignment with existing
laws (RTI Act, Privacy Act,
Statistics Act, etc.)

Technology and
infrastructure development
for secure data handling.




Thank You!



