
BLOCK THE THREAT 
BEFORE IT CONNECTS: 

DNS RPZ AS A TACTICAL SHIELD
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#whoami

● Technical Police Inspector at Nepal Police

● Engineer: BE in Computer Engineering, ME in Computer System and 

Knowledge Engineering

● SANOG40/Lknog7 and Apricot2025 Fellow

● APNIC Certified IPv6 Associate

● ISC2 Certified in Cybersecurity

All tools, software, and services mentioned in this slides are open-source or freely available.
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Phishing and BEC
A report on global cybersecurity trends

In 2023:

493.2 million phishing attacks reported
446,234 BEC cases detected worldwide

This led to global losses of $6.3 billion in 2025.

Source: Trend Micro, Cloudflare, Keepnet Labs
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Phishing and BEC
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Phishing and BEC
Legitimate

Non-Legitimate
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Phishing and BEC
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Malicious Downloads

https://x.com/ryanchenkie/status/1880730173634699393
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haiku (a Japanese poem) about DNS

8



Evolution of DNS 

Early Days: Expensive, isolated computers; name mapping via sticky 

notes.

HOSTS.TXT: Shared text file via FTP; worked briefly but didn’t scale.

Growth Challenge: File size and bandwidth demands became 

unmanageable.

DNS Standardized: Defined in RFC 1034/1035; uses UDP/TCP port 53.

Modern DNS: Stores IPs, email routes, web services, GIS data, public 

keys. 9
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IDNs and Punycode
● IDN: Internationalized Domain Name   (RFC 

3492)

● Uses an ASCII encoding called “Punycode” 
to represent non-english characters in 
domain names

● https://xn--11b4b9b3b.xn--i1b6b1a6a is 
equivalent to https://क्यान.संगठन 
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https://datatracker.ietf.org/doc/html/rfc3492
https://datatracker.ietf.org/doc/html/rfc3492
https://xn--11b4b9b3b.xn--i1b6b1a6a
https://xn--11b2bu4dwd.xn--i1b6b1a6a2e/


The Pyramid of Pain (by David J. Bianco)

DNS: The Starting Point of Most Internet 

Activity

Domain Names: Inexpensive and Widely 

Abused by Threat Actors

DNS as a Strategic Defense Layer

DNS Indicators: A Valuable Resource for 

Threat Hunting

https://detect-respond.blogspot.com/2013/03/the-pyramid-of-pain.html 12



Sometimes it's fascinating to see how 

some domain names constantly rotate 

the IP addresses and the network 

infrastructure they point to.

https://www.linkedin.com/feed/update/urn:li:activity:7328329031093841921/ 13



Suspicious DNS Activity Patterns
Domain Generation Algorithm (DGAs)

 Malicious domains created using automated algorithms to evade detection.

Fast Flux Hosting

 Rapidly changing DNS records to hide phishing and malware sites.

Recently Registered Domains

 Domains newly created, often used for short-term malicious campaigns.
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Suspicious DNS Activity Patterns
Deceptively Similar Domains

 Domains that resemble legitimate ones to trick 

users (e.g., go0gle.com instead of google.com).

Punycode Exploits

 Use of Unicode characters in domain names to 

mimic trusted websites (e.g., xn--pple-43d.com for 

apple.com).
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http://google.com


Protective DNS (DNS RPZ) Overview

What is DNS RPZ?:

○ Vendor-neutral DNS-based firewall mechanism (aligned with NSA & 

CISA best practices).

○ DNS Firewall works on recursive DNS servers

○ Uses threat intelligence zone files to enforce domain-level policies.

○ RFC: https://tools.ietf.org/html/draft-ietf-dnsop-dns-rpz-00

○ These "DNS Firewalls" are widely used in fighting Internet crime and 

abuse.
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https://tools.ietf.org/html/draft-ietf-dnsop-dns-rpz-00


Protective DNS (DNS RPZ)
Supported Platforms:

○ BIND 9.10+, PowerDNS, Unbound.

○ Over 91% percent malware uses DNS(As Cisco 2016 Annual Cyber 

security report)

○ Use Of DNS Firewalls Could Reduce 33% Of All Cybersecurity Breaches.

○ According to the study, DNS firewalls might have prevented $10 billion 

in data breach losses from the 11,000 incidents in the past five years. 

Source: New Global Cyber Alliance Research
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Unbound DNS for RPZ
● Features:

○ Validating, recursive, caching DNS resolver.

○ Supports DNSSEC, IPv6, DNS-over-TLS (DoT), DNS-over-HTTPS (DoH).

○ Aggressive NSEC/NSEC3 caching to prevent DNS enumeration.

○ RPZ for filtering/blocking malicious domains.

○ Open-source, maintained by NLnet Labs.

● RPZ Trigger Actions:
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Implementation Challenges
● Bypassing Corporate DNS:

○ Users may configure alternative resolvers (e.g., 1.1.1.1, 8.8.8.8), 

bypassing RPZ protections.

● Mitigation: 

○ Endpoint security solutions (e.g., enforce DNS settings via group 

policies, use firewall rules to block non-corporate DNS traffic).
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Implementation Challenges
● False Positives:

○ Overblocking legitimate domains due to inaccurate threat 

intelligence.

○ Mitigation: Regularly update and validate RPZ feeds, implement 

whitelisting.

● Configuration Complexity:

○ Managing RPZ zone files and policies.

○ Mitigation: Use version control (e.g., Git) for configuration 

management.
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Enhancing DNS RPZ with Threat 
Intelligence

● Sources:

○ Free/community threat intelligence feeds: Spamhaus, URLhaus, StevenBlack, 

certhole.

○ Community-maintained blocklists

○ Internal corporate policies

● Integration:

○ Automate feed updates in Unbound or BIND.

○ Monitor and log blocked queries for analysis.
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https://hole.cert.pl/domains/v2/domains_rpz.db


RPZ Sources
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Automated Feed Update Mechanisms
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Using Cronjob and 
bash script



RPZ Samples
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Unbound Configurations
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Phishing and BEC

27



DNSSEC
Domain Name Security Extensions (DNSSEC) are extensions to the Domain 
Name System (DNS) that provide:

● Authentication of the origin of DNS data
● Integrity of data
● Authentication of denial of existence
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DNSSEC and RPZ Synergy
● DNSSEC Benefits:

○ Authenticates DNS data origin and integrity.

○ Prevents DNS spoofing and cache poisoning.

● Complementary to RPZ:

○ RPZ blocks known malicious domains; DNSSEC ensures data authenticity.

○ Combined approach strengthens overall DNS security.
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Statistics of Pre/Post Deployment of RPZ (piloting on few 
machines)
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