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Ever been blacklisted ?
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Hijacked ? ROAs done, time to ROV

isbgpsafeyet.com
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Who are safe ?

isbgpsafeyet.com
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DASH
• Health Dashboard for your 

network 

• Available to all APNIC 
Members

dash.apnic.net
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DASH Services

• Current Services
– Routing status
– Suspicious traffic
– MANRS readiness score

• Under implementation
– Bogons (planned release: December 2024)
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Routing status

Provides a full picture 
of all BGP 
announcements for 
your network and 
track inconsistencies 
against RPKI ROAs 
and IRR Route 
Objects.
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ROA mismatch example
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Route object mismatch example
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Routing status alerts
• Receive notifications about misalignments among BGP, RPKI and 

IRR (e.g. RPKI invalids and missing ROAs and IRR route objects).

• Receive notifications about BGP announcements for unexpected 
AS origins, detecting potential BGP hijacks.

• Receive notifications about loss of visibility for routes in BGP, 
detecting potential network issues or misconfigurations.
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Alert Filters – “What”
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Alert Triggers – “When”
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Alert Notification Example

• ROA / Route mismatches
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Supported notification options

– Email

– SMS

– Slack

– WhatsApp

– Webhooks
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Suspicious Traffic

Rapidly track and be 
alerted on routing 
issues and suspicious 
traffic coming from 
your network.
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Suspicious traffic
• Track and be alerted about suspicious traffic originating from 

your networks.

• Suspicious traffic is detected by APNIC’s Community Honeynet 
Network, with more than 200 points of data collection mostly in 
the Asia Pacific region but with nodes in Central and South 
America, USA and Europe.

• Alerts
- Receive notifications about detected suspicious traffic originated by your 

networks.
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What is a Honey pot ?

In computer security terms, a cyber honeypot works in a similar way, baiting a 
trap for hackers. It's a sacrificial computer system that’s intended to attract 
cyberattacks, like a decoy. It mimics a target for hackers, and uses their intrusion 
attempts to gain information about cybercriminals and the way they are 
operating or to distract them from other targets.

Source : kaspersky
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Suspicious traffic; does it matter ?

• Your network reputation

• Getting blacklisted

• Legal consequences 
and compliance issues

• Complaints (IRT)

• Poor user experience
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MANRS readiness
• Mutually Agreed Norms for Routing Security (MANRS) is a global 

initiative, supported by the Global Cyber Alliance.

• MANRS readiness indicates a degree of how well MANRS Actions 
are implemented. It is calculated using a set of metrics for each 
Action, computed from different data sources.

• We want to encourage APNIC Members to join the MANRS 
program and implement routing security best practices.

https://manrs.org/
https://www.globalcyberalliance.org/
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MANRS score

Check your network’s 
conformance to 
security best practices 
by reviewing your 
MANRS readiness 
score.



24



25

Feedback for APNIC 
developers ?

Need a demo ?
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Thank you NPNOG !


