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ῷ Achievements :Professional Certifications
§ MCSE Windows NT 4.0, 
§ CCNA ,
§ Certified SOC Analyst (CSA), Fortinate NSE 4.0 

ῷ Academic Contributions: Actively associated with academia to share expertise & foster learning.
ῷ Professional Goals : Continue enhancing leadership skills and technical expertise.

     Implement advanced security measures to protect Nepal Police's digital assets.
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Advanced Security Threats in holistic system

Security Challenges

Discuss some Use cases of Cyber crime in Nepal  

Security Recommendation
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Security Quote 
   “ Security is not a product, but a process. 

              Trust, but verify.“
     - Bruce Schneier A Security Expert
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Digital 2024 April Global Statshot Report — DataReportal – Global Digital Insights

The complete Global Digital 2024 Report

https://datareportal.com/reports/digital-2024-april-global-statshot
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If you are unaware of  the problem, life can be truly peaceful.
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  Advanced Security Threats 
            in 
      Holistic system
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• Ransomware
• Social engineering 
• Insider threats Etc.

Advanced Security threats in Holistic system

§ Advanced security threats are cyberattacks that are designed to be difficult 
to detect, and often use a combination of attack methods. Some common 
advanced security threats include:
• Advanced persistent threat (APT)
• DNS attack
• Malware
• Phishing
• DDoS attacks
• Spam
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Network Security tools designed to 

protect users and systems from 
various digital threats.



Anti-Spam

Anti Phishing

Anti-Malware DDoS control

NSP-Sec : 
Network Security 
Protocol Security

NextGen Firewall

Some of Advanced Security Solutions
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   DDoS and Spam Attacks
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DDoS and Spam attacks 

DDoS attack Spam attack 
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DDoS Attacks: Distributed Denial of Service attacks 

Common Types of DDoS Attacks

q Volume-Based Attacks: Overload bandwidth (e.g., UDP floods, ICMP 
floods).

q Protocol Attacks: Exploit vulnerabilities in protocols (e.g., SYN flood, Ping 
of Death).

q Application-Layer Attacks: Target specific applications (e.g., HTTP flood, 
Slowloris).
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https://www.nexusguard.com/threat-report/ddos-trend-report-2024#download-report

DDoS Attacks: Report
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     Anti-Spam 
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qAnti-spam refers to techniques and tools designed to detect, filter, and 
block unwanted, unsolicited, or malicious emails and messages, commonly 
known as spam. Spam often clutters inboxes, poses security risks, and 
consumes valuable network resources.

Anti-Spam
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Anti-Spam

Common Tools and Technologies
q Email Gateways : Tools like Proofpoint, Mimecast, or Barracuda for 

enterprise-level email security.

q Spam Filters : Built into email services (e.g., Gmail, Outlook) or third-party 
tools like SpamAssassin.

q DNSBL Services : Services like Spamhaus or SURBL to block known spam 
sources.
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Anti-Spam

Source: https://documents.trendmicro.com/images/TEx/articles/cas-threat-report-2022-InfogBVksMXV.png
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     Anti-Malware
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Anti-Malware

§ Anti-malware is Intelligent Software designed to protect computer systems, 
networks, and devices by detecting, blocking, and removing harmful threats 
collectively known as malware.

§ This includes a wide range of threats such as viruses, worms, ransomware, 
spyware, adware, trojans, and more, ensuring a secure and seamless digital 
environment.
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Key Features 
of 

Anti-Malware
Threat Detection 
Identifies known and emerging 
malware using signature-based 
and heuristic analysis.

Real-Time Protection 
Continuously monitors system activity 

to block threats instantly..

System Optimization
Add brief details here to give you 
more information about the bar 

diagram parameter.

Proactive Defense 
Prevents unauthorized 

access, phishing attacks, 
and suspicious downloads.

Malware Removal 
Scans and eliminates viruses, 

ransomware, spyware, and other 
harmful programs.

.

Anti-Malware : 
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Malware Statistic 
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Some Use cases of 

Cyber crimes in Nepal 
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Use Case Discussions

Cyber security Incidents in Nepal

q It is said that cybercrime came into the spotlight in 2013. Even though the 

exact first cyber incident of Nepal is unknown, here are some of the early 

crimes that took place in Nepal:

q In July 2013, a young woman fell victim to online swindling. She 

transferred Rs. 110,000 for an online air booking. She got back only Rs. 

15,000.

.
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Use Case Discussions : Cyber Security incidents in Nepal

q DDoS Attack: Distributed Denial-of-Service (DDoS) attack targeted the 

GIDC system ( January 30, 2023 ). 
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q https://kathmandupost.com/national/2023/01/30/singha-
durbar-server-continues-to-face-cyberattacks

Use Case Discussions : Cyber Security incidents in Nepal

https://kathmandupost.com/national/2023/01/30/singha-durbar-server-continues-to-face-cyberattacks
https://kathmandupost.com/national/2023/01/30/singha-durbar-server-continues-to-face-cyberattacks
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q ATM Fraud: Chinese nationals withdrew large sums of money from ATMs 

(NEPS- Nepal Electronic Payment Systems breach, 2019).

Use Case Discussions : Cyber Security incidents in Nepal
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Use Case Discussions : Cyber Security incidents in Nepal
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Cyber security Incidents in Nepal

q Malware Attack: Huge amounts of money stolen via malware at ADBL 

(2019).

Use Case Discussions : Cyber Security incidents in Nepal
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State of cyber security space
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q Website Hacking: Multiple websites were compromised. 

q Narpichas @paapi_kto_mah, Twitter handler leaked the customer data of 

more than 160,000 customers of Vianet Communication on April 8, 2020,

Use Case Discussions : Cyber Security incidents in Nepal
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State of cyber security space
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 Role of Nepal Police in 

  Cyber security
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Patterns of Registered Cyber Crimes (Recent)

Banks & Financial Institutions
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Secured Public Services provided 

by 

Nepal Police
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Secured public services provided by Nepal police

• Mobile App: Android/Apple supported, emergency number, Location 

track, Incident reporting, panic mode.

• TVRS ( Traffic Violation Record System : online E-chalaan, No 

need to carry Lic.

• OPCR (Online Police Clearance Report) : provides online Police 

Report within 3 days.
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     Security Challenges
    In Digital Era
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Security Challenges

Budgetary Issues

Lack of Skilled Manpower

Lack of Training

Lack of state-of-the-art security devices

Lack of Global Certifications
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Network  Security 

 Recommendations
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Enhancing Security: Recommendations

• Robust Network Architecture

• Fulfillment of Human Resources

• Latest CVEs Patches for software & system

• License/Genuine Software

• Regular IS Audit and Assessment

• Backup and Disaster Recovery
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Enhancing Security: Recommendations

• Security Awareness training

• Implement security framework

• Central Security Gateway and Content level 

Filtering.
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Cyber Security Awareness Video

To know about Cyber Security

../Downloads/cyber%20security%20awareness%20video.mp4


Thank You !
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