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Infrastructure has become more Complex…
…leaving It Vulnerable to Attack

Networks

Users

Devices

Applications

Users are moving 
on and off the network 
with multiple devices

A whole new ecosystem 
of connected devices

A fast and secure network 
is essential for digital acceleration

The world today is hybrid
with applications sitting
across multiple clouds
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Technology Enhancements and Digital 
Transformation
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What is Cybersecurity Mesh Architecture (CSMA)?

• A strategic approach to enhance security 
in distributed IT environments

• Designed for modern, distributed IT 
infrastructures

• security by decoupling from the traditional 
perimeter

• Focuses on:
• Identity management

• Authentication, 

• Access Control across multiple environments

• Offers a scalable and modular approach

• Aligns with evolving business needs for 
diverse IT environments
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•enables organizations to implement 
security in a more flexible and dynamic 
way.

•ensures consistent policy enforcement 
and visibility across all assets—whether 
on-premises, in the cloud, or at the edge.

•uses a centralized management layer to 
enforce policies and a distributed 
architecture to apply security measures at 
every point of access.

How CSMA Works



7© Fortinet Inc. All Rights Reserved.

Challenge driving CSMA



Use Case Example 1 
Unified/ Universal SASE
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Secure access service edge (SASE) is a cloud-native architecture that unifies SD-WAN with 
security functions like SWG, CASB, FWaaS, and ZTNA into one service.

What is SASE
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Unified SASE
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Unified SASE
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CIO Trend on SASE



Use Case Example 2 
EDR/XDR Hype
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What is XDR
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• Gartner has forecast 
that 40 percent of 
organizations will have 
deployed an XDR 
platform by 2027, up 
from 5 percent in 2021.

• Extended Detection and 
Response (XDR) is a 
platform that integrates 
and correlates data and 
alerts from multiple 
security components.

XDR Hype



Use Case Example 3 
Cloud Service Providers
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Major CSPs including AWS, Azure and GCP are providing cloud native services incorporating the 
CSMA Architecture

Cloud Service Providers

• Common policy and posture 
management dashboards

• Security Analytics and 
Intelligence

• AWS Security Hub
• Azure Security Center
• GCP Security Command 

Center

Identity Fabric: 
• AWS Identity and Access 

Management
• Google Cloud Identity and 

Access Management
• Azure Active Directory
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Cloud Service Provides (AWS, Azure, GCP)

Unified Security Visibility

Distributed Security Control

Continuous Monitoring and 
Response



What is common in every 
trending use cases/ 
technologies ?



20© Fortinet Inc. All Rights Reserved.

Cyber Security Mesh Architecture
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• Gartner predicted that by 2025, 50% of organizations will have adopted some form of 
Cybersecurity Mesh Architecture.

Gartner Vision for CSMA

https://www.gartner.com/smarterwithgartner/gartner-top-security-and-risk-trends-for-2021
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2024 Gartner Peer insights 

https://www.gartner.com/peer-community/oneminuteinsights/omi-cybersecurity-mesh-architecture-csma-guf
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How to Adopt CSMA

Assess your current 
cybersecurity infrastructure 

and identify gaps.

Implement a centralized 
security management platform 

to provide consistent policy 
enforcement.

Begin integrating distributed 
security controls at critical 

access points.

Continuously monitor and 
adapt to evolving security 

needs.

Organizations must take a phased, deliberate approach to adopt CSMA successfully.
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Avenue of Investments
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Cybersecurity Platform Journey

10 Vendors30+ Vendors

Your Journey to SOC Automation Maturity

Network Operations

Network Security

Security Operations

Endpoint Security Cloud Security

Ecosystem

Network

Endpoint Application

NoC SoC

Ecosystem

Network

Endpoint Application

NOC
SOC

Ecosystem

2-3 Platforms

Cybersecurity
Platform
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Major Challenge in Implementing CSMA
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Conclusion

Evolving Threat Landscape vs Traditional Architecture

Cybersecurity Mesh Architecture

• Security Intelligence, 
• Identity Fabric, 
• Consolidated Policy, Posture and Playbook Management, 
• Dashboards

Key Components of CSMA

Telemetry




