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%) Infrastructure has become more Complex...

...leaving It Vulnerable to Attack

“\ Users are moving | The world today is hybrid
\\ on and off the network 1 with applications sitting
\\ with multiple devices i across multiple clouds
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A fast and secure network
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is essential for digital acceleration

/- Awhole new ecosystem
of connected devices
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Architectures Change
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What is Cybersecurity Mesh Architecture (CSMA)?

» A strategic approach to enhance security
in distributed IT environments

» Designed for modern, distributed IT
infrastructures

 security by decoupling from the traditional
perimeter
* Focuses on:
* ldentity management
* Authentication,

» Access Control across multiple environments
» Offers a scalable and modular approach

 Aligns with evolving business needs for
diverse IT environments

Cybersecurity Mesh Architecture Complete
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How CSMA Works

Cybersecurity Mesh Architecture

User Composable Security
and Identity Services

[
Mobile App Consolidated

Dashboards

ﬂ ¢ ’ ¢
Consolldated

Chat Policy Management

@ Security Analytics

loT and Intelllgence

Legacy App
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Gartnel

*enables organizations to implement
security in a more flexible and dynamic
way.

sensures consistent policy enforcement
and visibility across all assets—whether
on-premises, in the cloud, or at the edge.

suses a centralized management layer to
enforce policies and a distributed
architecture to apply security measures at
every point of access.
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Challenge driving CSMA

Increasing complexity
of security threats and
attack methods

Increasing complexity of
managing security tools

Slow security enforcement or
response decision making

Coverage gaps due to
siloed solutions

Lack of interconnection
between point solutions

16%

31%

30%

41%

45%

Ethernet cables
to every desktop
computer
instead of janky
USB WiFi
adapters

©

Me finding out
there's enough
budget to
~ upgrade the office
/ networking

Ethernet

cables to
every desktop
\~ — computer
instead of
= janky USB
My boss WiFi adapters
saying "it
works right
now, don't
touch it"
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Use Case Example 1

Unified/ Universal SASE




What is SASE

Secure access service edge (SASE) is a cloud-native architecture that unifies SD-WAN with
security functions like SWG, CASB, FWaaS, and ZTNA into one service.
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Exceptional Experience
SASE provides performance, integration, security, and management across your network for

an exceptional experience for all users, applications, devices, and locations.

|l Element:

ppliances
ties: * Local Compute:
ization, — Likely Container Based, No VMs

— Self Healing, Restart

— Centralized Management, Designed
d Out for Intermittent Communications,
Remote Updates

2ss for
* Local Networking and Security:
— Wi-Fi/Wireless LAN Support
i/5G Failover, — Private 5G Support

— ldentity-Based Segmentation,
Basic Network Access Control

Gartner
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Unified SASE

Secure Access Service Edge Secure Access Ser

Consistent Network and Security Policy
Identity Context

l l
O

* Users SASE Cloud Infrastructure * Public Cloud S D‘ LAN

+ Devices WAN Ed » Data Center
- ge :
* Locations Infrastructure/ Security - Edge I I
ok secvics: Edgs Endpoint Security

1 1

Threat Sensitive Data Entities

Awareness Awareness AnyWhe re Ze
Entities Anywhere Zero Trust Access » Resources Everywhere
Consistent User Experience U n i
% i e | , Gartner
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Unified SASE

Secure Access Service Edge Expanded Use Cases

XDR
SASE Fabric _
SD-LAN SaaS Security Posture
: : G d Network & ;
Endpoint Security GenAl Usage Protection
Entities et Trust Acoess Resources
Anywhere Everywhere

Universal ZTNA

Gartner
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CIO Trend on SASE

State of Deployment for Emerging Technologies (see notes below) 2024
Percentage of Respondents

Not Sure = No interest = Will deploy in 2-3 years = Will deploy between 12 to 24 months Will deploy within next 12 months = Have already deployed

Cryptocurrency Transactions 27% I 2227
Quantum Computing 38% [ 45% I

Metaverse 34% Y 09090909090 5% 47 4%

Blockchain 34% I,/ 3090909090 6%3% 7%

Superapps 40% I 0 "M% 7% 6%

5G 23% . 2% 0% 19%

Edge Computing 30% EEETA S M%) 8% 19%

Multiexperience development platform (MXDP) 34% [ 14% SR /A (7SN | LA
Enterprise Environmental, Social and Governance Software 26% EEEY T s 14% A

Secure Access Service Edge (SASE) 349, LA A s 13% e |

Privacy-Enhancing Computation 43% [ 10% L 6% 0 IRV

Low-Code/No-Code Development Platform 13% VAR DTV s 16% [, S

Distributed Cloud 16% EVEEE T 13% [ s

Generative Al 17% AT T YT e 34% =%

A/ML | 8% 7L 22% EBEe=mr——

0% 50% 100%

n = 2,443 CIOs and technology executives answering
ANha terprise’s plans in lerm f the following digital tochnologis ind trend

plans in ¢
Source: 2024 Ganner ClO and Technology Execulive Survey

S Gartner
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Use Case Example 2

EDR/XDR Hype




What is XDR

XDR Overview
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ry ‘@ ,qQ,qQI Intelligence
DLP CWPP IAM
LY,
. ® Q &
Advanced Incident Response
CASB Analytics  Investigations  Workflow

Source: Gartner
747261 C
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XDR Hype

Hype Cycle for Security Operations, 2023

* G a rt n e r h a S fO re Ca St Digital Fote;sncs and
hcudenl_\esponse
that 40 percent of /-\.
. . . emal Attack Surface Manacement 4 Breach and Attack Simulation
organizations will have oty s ettt ¥
enetration Testing as a Service
deployed an XDR J
=
platform by 2027, up S ko
. < utomated Penetration Testin Vulnerability Assessment

from 5 percent in 2021. 55| andRed Teamng Tochmoog S s e
e Extended Detection and Spnosibmpiy \“““”" S

Re S p O N S e (X D R ) is a Control Assessment ‘1/’:3\::::2? Prioritization

. S7NOR
platform that integrates \\ L 1 vestiaigence
Products and Services
and correlates data and Geneative CybersecuriyA MO Saves ] 1St
o » Cybersecurity
alerts from multiple 7 Meshchvecue
. nnovation eak of Inflate Trough of lope of ateau of
Se C u rlty CO m po n e nts o | T"Q‘}l‘f pfxzeﬂflaliiortvsd Drsnlusgnment Eanh?enmem P‘:L(:uctwl:y
TIME
Plateau will be reached: <2yrs 2-5yrs. @ 5-10yrs. A >10yrs.  ® Obsolete before plateau
Gartner
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Use Case Example 3

Cloud Service Providers




N
Cloud Service Providers

Major CSPs including AWS, Azure and GCP are providing cloud native services incorporating the
CSMA Architecture

« Common policy and posture
management dashboards
» Security Analytics and
Intelligence
 AWS Security Hub
» Azure Security Center
» GCP Security Command

adws /A Azure
services IS MRS

Virtual Servers

Serverless Computing

Virtual Machines

Azure Functions

Elastic Cloud Compute
Lambda
Elastic Kubernetes Service

Google Compute Engine

Cloud Functions
Kubernetes Engine
Cloud Storage

Kubernetes Service
Azure Blob

Kubernetes Management

Object Storage Simple Storage Service

File Storage Elastic File Storage Azure Files Filestore

Ce nter Block Storage Elastic Block Storage Azure Disk Persistent Disk
Relational Database Relational Database Service SQL Database Cloud SQL
NoSQL Database DynamoDB Cosmos DB Firestore
Virtual Network Virtual Private Cloud Azure VNet Virtual Private Network

|[dentity Fabric:

Content Delivery Network CloudFront Azure CDN Cloud CDN
i DNS Service Route 53 Traffic Manager Cloud DNS
°
AWS Identlty and Access Authentication and Authorization 1AM Azure Active Directory Cloud 1AM
Man ageme nt Key Management KMS Azure Key Vault KMS

Network Security

AWS WAF Application Gateway

Cloud Armor

* Google Cloud Identity and
Access Management
* Azure Active Directory
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Cloud Service Provides (AWS, Azure, GCP)
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What is common in every
trending use cases/
technologies ?




Cyber Security Mesh Architecture
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Gartner Vision for CSMA

« Gartner predicted that by 2025, 50% of organizations will have adopted some form of
Cybersecurity Mesh Architecture.

Composable Sec
Ident ttySrw

ashboards

'c° solidated Policy and
Security Posture Management

| Centralized Security Analytics
and Intelligence

Cybersecurity Mesh Architecture (CSMA)

https://www.gartner.com/smarterwithgartner/qgartner-top-security-and-risk-trends-for-2021
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2024 Gartner Peer insights

The maijority are satisfied with the CSMA their orgs are building

Is your organization currently building CSMA?

= Over half (53%) of leaders are building CSMA
P~ at their organization.
].:b g (D)
g n=200
53%

35% 13%

Yes No Not sure

Are you satisfied with your organization’s CSMA?

And almost three-quarters (73%) of those
building CSMA feel satisfied with their
organization’s progress.

Moderately dissatisfied 0%, Very dissatisfied
0%

n=105

16%

Too early
to tell

12%
Very
satisfied

North America 68%

C-suite

Job Level

Director

APAC 12%

EMEA 20%

Company Size

10,001+ <1,001
employees employees

11,001 - 5,000
5,001-10,000 M
employees

https.//www.gartner.com/peer-community/oneminuteinsights/omi-cybersecurity-mesh-architecture-csma-guf
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How to Adopt CSMA

Organizations must take a phased, deliberate approach to adopt CSMA successfully.

% W @

\SSESSMEN
JEC v |

Implement a centralized Begin integrating distributed Continuously monitor and
Assess your current security management platform security controls at critical adapt to evolving security
cybersecurity infrastructure to provide consistent policy access points. needs.
and identify gaps. enforcement.

- - 23




Avenue of Investments

Avenue of Investigation ),

Advanced SIEM products that are evolving toward risk-based

prioritization of aggregated events and collecting more non-
event-based context.

Authorization frameworks, including dynamic authorization and
policy-based entitlement management frameworks.

Dynamic risk scoring of different entities (users, locations,

devices, endpoints, etc.), whether as part of a point product or
in a more centralized fashion.

Associated CSMA
Layer(s)

« Security analytics and
intelligence

e« Consolidated dashboards

» Identity fabric

» Consolidated policy,
posture and playbook
management

« Security analytics and
intelligence

« ldentity fabric

© Fortinet Inc. All Rights Reserved.
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Delivery of identity context to applications that require it « Identity fabric
through protocols such as OpenlD Connect (OIDC) and tokens
such as JSON Web Tokens (JWTs).

Also, extension of this to provide near-real-time dynamic
session control.

SOAR capabilities that provide a measure of adaptive, « Consolidated policy,
automated response. posture and playbook
management

© Fortinet Inc. All Rights Reserved.
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Cybersecurity

Platform

Cybersecurity Platform Journey

30+ Vendors 10 Vendors

SOC

Network Operations Security Operations

H @
Y &
Endpoint Security
[l ©
@ BE [

Application

Network Security
(= oo X
o BR <
I -\/\I\r Network

Ecosystem

Your Journey to SOC Automation Malt_
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Major Challenge in Implementing CSMA

Advanced APIs and integrations present a major challenge to

building CSMA

38% report that one of the most difficult aspects of building CSMA is purchasing point
solutions with advanced APIs and integrations. About a third also find that building a common
identity fabric (34%) and sourcing composable/distributed security tools (33%) are major

challenges.

Which aspects of building CSMA have been most challenging?

38%
Purchasing point
products from vendors
with advanced APIs i
and integrations

Consolidating dashboards 11%,
capabilities 8%, None of these |

n =123

Half of leaders say the unclear definition of CSMA (51%) as well as a lack of vendors offering
complete solutions (50%) both represent key hurdles to adoption. The engineering efforts
needed to integrate tools (47%) and the absence of tactical best practices (44%) are also

common barriers.

What are the main barriers to CSMA?

47% 44%

Lack of tactical
best practice
guidance

Major engi-
neering effort
required to
integrate tools

50%

Lack of vendors

offering complete

CSMA solutions 40%
Skills gaps (i.e., too few
professionals with CSMA
‘experience)

Investment risk (i.e., introduction of industry
standards may drive up cost of org’s
proprietary CSMA approach) 36%, Costs 18%,
Lack of executive interest 8%, None of these
0%, Other 0%

n =200




Conclusion

Evolving Threat Landscape vs Traditional Architecture

Cybersecurity Mesh Architecture

sy Key Components of CSMA

» Security Intelligence,

* |dentity Fabric,
» Consolidated Policy, Posture and Playbook Management,

 Dashboards

Telemetry

amh
- - © Fortinet Inc. All Rights Reserved. 28




F:=RTINET



