Puran Rai

MY EXPERIENCE AT
npNOG/ and
SANOG39/bdNOG16




= Network Operators Community, 7th edition
= Held on Jan 20th to 22nd, 2023 (3 days)
= At Hotel Barahi, Lakeside, Pokhara

= Tracks: Network Administration and System Administration
= System Track Instructors:

* Chatur Shakya (PCH)

* Rupesh Basnet (OM Network)

* Ashish Shrestha (Sky Broadband)
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What we learned?

= Efficient use of text editors
= Password less SSH

= DNS Tree Hierarchy

= Let's Encrypt

= Scripting

= System Monitoring Tools and Commands



Learning Implementations

= Let's Encrypt:- Securing cacti graph website

<VirtualHost *:443>
=0 Ltimei rank 1
ServerName graph.pokharainternet.com.np O 8 &2 https//graph pokharainteret.cominp

DocumentRoot /var/www/html/cacti
DocumentRoot /usr/share/cacti

SSLEngine on

SSLCertificateFile /etc/letsencrypt/live/graph.pokharainternet.com.np/cert.pem
SSLCertificateKeyFile /etc/letsencrypt/live/graph.pokharainternet.com.np/privkey.pem
SSLCertificateChainFile /etc/letsencrypt/live/graph.pokharainternet.com.np/chain.pem

<Directory "/var/www/html/cacti”>
<Directory "/usr/share/cacti”> 2
Options None User Logln
AllowOverride None
Require all granted
</Directory>
</VirtualHost>

Enter your Username and Password below

Username

<VirtualHost *:80> Password
ServerName graph.pokharainternet.com.np

Redirect permanent / https://graph.pokharainternet.com.np/
</VirtualHost>

[] Keep me signed in

Login
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= Network Operators Community for South Asian Region and Bangladesh.

= 09th to 13th May, 2023 (4 days workshop & 1day conference)

= Pan Pacific (conference) and Hotel Intercontinental (workshop), Dhaka
= Hosted by ISPAB in collaboration with bdNOG.
= [Jracks:

« BGP & IPv6 Deployment

* Network Security

* Network Automation
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What we learned?

= Network Security Fundamentals
= Packet Analysis

= Device & Infrastructure Security
= BGP route Leaks

= Security Operations & Monitoring
= Honeypots

= Log Management and Flow Monitoring



Learning Implementations

= LibreNMS Setup:
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Agent Operating System Cisco IOS 12,1(22)EA3 (16Q4L2) 650
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Benefits

= Networking and Collaboration
= Skill Development and Learning
= Career Growth and Recognition

= Community Building and Local Impact
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Gratitude Mentions:

= Entire npNOG Committee

= SANOG Fellowship Committee

= NpNOG Sponsors

= SANOG Fellowship Sponsors, esp.
FLEXOPTIX

= SANOG Host ISPAB, bdNOG

APNIC Foundation







