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“NOWADAYS, HALF a trillion dollars changes hands everyday 
although no hands are involved and in a sense, no dollars 
either,  and it’s not even numbers really.  It’s just binary 

sequences of pulses racing between computers.” 
	

(Robert	Krulwich,	Economics	Correspondence	for	Na;onal	Public	Radio	and	CBS,	

quoted	in	New	Yorkers,	February	18.	1998) 
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Presenta(on Outline 

ü  Cyber Threats in FI 

ü  Informa(on Security  
ü  Rubric Cube Model of an Informa(on Security 

ü  Value and Impact 

ü  Risks in Financial Ins(tu(ons ?? 

ü  Solu(on Outlines 
ü  Informa(on Security Management System  

ü  Control Objec(ves for Informa(on and Related Technologies 
ü  Informa(on Technology Service Management 
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Security A`acks: Ac(ve A`acks 
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Cyber	Threats	to	Financial	Ins<tu<ons	and	other	
Na<onal	Cri<cal	Infrastructure	is	Real	and	Growing	at	

an	Alarming	Rate.	

	

Es<mated	40,000	Chinese	Hacking	groups	

Average	Age	~	2X	years	

Income:	$2-3	Million	Per	Year	

 

 







Vector	of	malware	installa<on	



Intruder Knowledge vs. A`ack Sophis(ca(on 
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Generic FI  Architecture 
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Risks: FI?? 
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•  Technologies  
(Data Center, Disaster Recovery Center, Core Banking System) 

•  Human Resources  
(Peoples: Internal & External) 

•  Partners  
(Outsourced Vendors) 

•  Process  
(Standard Opera(ons) 



Threaten of Informa(on ?? : SS. 44 – 48,52 
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Informa(on Security: Key Terms 
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§  Informa(on Security is  a process by which Digital Informa(on 
assets are Protected.  

§  It is not something you BUY, it is something you DO 

o  It’s a PROCESS not a PRODUCT	

§  It is achieved using a combina(on of suitable strategies and approaches: 

o  Determining the RISKS to informa(on and Trea(ng them accordingly  

       (Proac(ve Risk Management) 

o  Protec(ng CIA (Confiden(ality, Integrity and Availability) 

o  Avoiding, preven(ng, detec(ng and recovering from incidents 

o  Securing people, processes and	technology … not just IT! 



Informa(on Security Proper(es 
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Availability 

Integrity 

Confiden(ality 



Informa(on States 
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Processing 

Storage 

Transmission 



Security Measures 
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Policy and Procedures 

Technology 

Educa(on, Training, and Awareness 



Informa(on Security Model 
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Sophis(ca(on of Threats  : SS. 44 – 48,52 
17	

©	Kumar	Pudashine	



Informa(on Security: Impact 
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•  IT down(me, Business interrup(on 

•  Financial losses and costs 

•  Devalua(on of intellectual property 

•  Breaking laws and regula(ons, leading to prosecu(ons, 
fines and penal(es 

•  Reputa(on and brand damage leading to loss of customer, 
market, business partner or owners’ confidence and lost 
business 

•  Fear, uncertainty and doubt 
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Solu(on 
Outlines? 



ISO: ISO 27001  
20	

•  Concerns the Management of Informa;on	Security, not 
just IT/Technical security 

•  Formally specifies a Management System  

•  Uses Plan, Do, Check, Act (PDCA) to achieve, maintain and improve 
alignment of security with risks 

•  Covers all types of organiza(ons (e.g. commercial companies, 
government agencies, not-for-profit organiza(ons) and all sizes   

•  Thousands of organiza(ons worldwide have been cer(fied compliant 



ISO 27001: PDCA  
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ISO 27001: Control Clauses  
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ISO 27001: Implementa(on Process Cycle  
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IT Governance through COBIT 
(Control Objec(ve for Informa(on and Related Technologies) 



COBIT : Benefits ?? 

 
Enterprises and their execu(ves strive to: 
�  Maintain quality informa(on to support business decisions. 
�  Generate business value from IT-enabled investments, i.e., 

achieve strategic goals and realise business benefits through 
effec(ve and innova(ve use of IT. 

�  Achieve opera(onal excellence through reliable and efficient 
applica(on of technology. 

�  Maintain IT-related risk at an acceptable level. 
�  Op(mise the cost of IT services and technology. 
	

How can these benefits be realised to create Enterprise 
Stakeholder value? 
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COBIT 5 Principles 
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COBIT 5 Enablers 
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IT Service Management via ITIL 
Informa(on Technology Infrastructure Library 



ITIL For: IT Service Management 
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ITIL For: IT Service Management 
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1.  ITIL® is the interna(onal de facto  
       management framework describing “Good  

Prac(ces” for IT Service Management. 

1.  Evolved from the UK government’s efforts during 
the 1980s to document how successful 
organiza(ons approached service management.  

2.  By the early 1990s they had produced  a large 
collec(on of books documen(ng the “best 
prac(ces” for IT Service Management. 

3.  The Office of Government Commerce in the UK 
con(nues to operate as the trademark owner of 
ITIL®. 



Security Responsibili(es: WHO ?? 
31	

•  Informa(on Security Management Commi`ee 

•  Senior Managements 

•  Informa(on Security Manager/CISO and Department 

•  Incident Response Team 

•  Business Con(nuity Team 

•  IT, Legal/Compliance, HR, Risk and other departments 

•  Audit Commi`ee 

•  Last but not least, YOU..!!	



Informa(on Security Life Cycle 
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