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“NOWADAYS, HALF a trillion dollars changes hands everyday
although no hands are involved and in a sense, no dollars
either, and it’s not even numbers really. It’s just binary
sequences of pulses racing between computers.”

(Robert Krulwich, Economics Correspondence for National Public Radio and CBS,

quoted in New Yorkers, February 18. 1998)
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Cyber Threats to Financial Institutions and other
National Critical Infrastructure is Real and Growing at
an Alarming Rate.

Estimated 40,000 Chinese Hacking groups
Average Age ~ 2X years

Income: $2-3 Million Per Year



CYBERTHREAT HEADACHES

Cyberthreats of greatest concern include...

Phishing/spear- Malware (viruses,
phishing attacks worms, trojans) attacks

SECURITY'S WEAKEST LINKS

These areas are rated as most difficult to secure...

Mobile devices Social media Laptop/notebooks
applications

£,

CARELESS EMPLOYEES

These obstacles inhibit IT from defending cyberthreats...

Lack of budget Too much data

Low security awareness
to analyze

among employees
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How the Carbanak cybergang stole $1bn
A targeted attack on a bank

1. Infection 2. Harvesting Intelligence 3. Mimicking the staff
Intercepting the clerks’ screens How the money was stolen

Carbanak
backdoor sent

as an attachment Online-banking

Money was transferred
to fraudsters’ accounts

Bank E-payment systems

employee Money was transferred
to banks in China and the US

Emails

™ 5 :
with exploits transfer \ Inflating account balances
Credentials Systems The extra funds were pocketed
stolen via a fraudulent transaction

100s of machines infected
in search of the admin PC < Controlling ATMs

0o Orders to dispense cash at a
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Vector of malware installation

E-MAIL ATTACHMENT

39.9%

E-MAIL LINK 37.4%

WEB DRIVE-BY

DIRECT INSTALL

DOWNLOAD BY MALWARE

WEB DOWNLOAD

REMOTE INJECTION

NETWORK PROPAGATION

Source : Verizon Data Breach Report 2015




Intruder Knowledge vs. Attack Sophistication

sophisticated command and control

increase in worms Low
anti-forensic techniques
Intruder home users targeted
DDoS attacks
Knowledge distributed attack tools
increase in wide-scale Trojan horse distribution S
email propagation of malicious code .g
Windows-based remote controllable Trojans (back office) Y
stealth"/advanced scanning techniques widespread attacks on -2
widespread atéacks using DNS infrastructure o
NNTP to distiibute attack techniques to analyze code l ,L-‘g".
for vuls without source e
4 executable code attacks (agains browsers)

witdespread DoS attacks
automated widespread. attacks

GUI intruder tools
automated probes/scans

hijacking sessions
packet spoofing
sniffers
Internet social engineering attacks

Intruder Knowledge Low
1990 1991 1992 1993 1994 1995 1996 1997 1998 1999 2000 2001

Source: CERT



Generic FlI Architecture

(BRANCHES)

DARK CORE CONNECTIVITY:

OUTSOURCED
PARTNERS DATA CENTER
(NCHL/RMIS)

-
| = - |
OUTSOURCED
DISASTER RECOVERY PARTNERS
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Risks: ri??

e Technologies
(Data Center, Disaster Recovery Center, Core Banking System)

e Human Resources
(Peoples: Internal & External)

e Partners
(Outsourced Vendors)

e Process
(Standard Operations)



Threaten of Information ?? : ss.44-4s52

Cyber e Ex
Terrorist
Employees

Hacker / I @ I Competitors
Cracker
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Information Security: key terms

® |Information Security is a process by which Digital Information
assets are Protected.

10010010100011

= |tis not something you BUY, it is something you DO o
10010010100111

o It'sa PROCESS not a PRODUCT

= |tis achieved using a combination of suitable strategies and approaches:

o Determining the RISKS to information and Treating them accordingly
(Proactive Risk Management)

o Protecting CIA (Confidentiality, Integrity and Availability)

o Avoiding, preventing, detecting and recovering from incidents

o Securing people, processes and technology ... not just IT!




Information Security Properties
EEE N

Confidentiality
Integrity

Availability




Information States
I

Processing

Storage

Transmission



Security Measures
N

Policy and Procedures

Technology

Education, Training, and Awareness



Information Security Model
6

Processing

Storage

Transmission

Confidentiality
Integrity

Availability

Policy and Procedures
Technology

Education, Training, and
Awareness
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Sophistication of Threats : ss.a-4ss

Threats to Networks

Internal

Unstructured Threat
Threat

Compromised

Host
Structured

Threat
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Information Security: impact

e |T downtime, Business interruption
e Financial losses and costs
e Devaluation of intellectual property

e Breaking laws and regulations, leading to prosecutions,
fines and penalties

e Reputation and brand damage leading to loss of customer,
market, business partner or owners’ confidence and lost
business

e Fear, uncertainty and doubt



Solution
Outlines?




1ISO: 150 27001

Concerns the Management of Information Security, not
just IT/Technical security

« Formally specifiesa Mahagement System
* Uses Plan, Do, Check, Act (PDCA) to achieve, maintain and improve
alignment of security with risks

* Covers all types of organizations (e.g. commercial companies,
government agencies, not-for-profit organizations) and all sizes

* Thousands of organizations worldwide have been certified compliant



ISO 27001: poca

ISMS PROCESS

Management responsibility

DO
Implement &
operate the
ISMS

PLAN
Establish
ISMS

ACT
Maintain &
improve

CHECK
Monitor &
review ISMS
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ISO 27001 control Clauses

Information
Security Policy

Organisation of
Information
Security

Compliance

Business
Continuity
Planning

Asset

Management

Human Resource
Security

Incident
Management

Availability

System
Development &
Maintenance

Physical Security

Communication &
Operations
Management

Access Control
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|SO 27001 Implementation Process Cycle

MANAGEMENT
REVIEW

SECURITY
ORGANISATION

PLAN
Establish
ISMS

DO ACT

ASSET Implement &
. : CORRECTIVE &
IDENTIFS{CATION operate the hdl?:::’trao""»‘e& BREVENTIVE
CLASSIFICATION ISMS ACTIONS

CHECK
Monitor &
Review ISMS

OPERATIONALIZ
E THE PROCESES

CONTROL
SELECTION &
IMPLEMENTATION

CHECK
PROCESSES




IT Governance through COBIT

(Control Objective for Information and Related Technologies)

24



COBIT . Benefits ??

Enterprises and their executives strive to:
Maintain quality information to support business decisions.

Generate business value from IT-enabled investments, i.e.,
achieve strategic goals and realise business benefits through
effective and innovative use of IT.

Achieve operational excellence through reliable and efficient
application of technology.

Maintain IT-related risk at an acceptable level.
Optimise the cost of IT services and technology.

How can these benefits be realised to create Enterprise
Stakeholder value?



COBIT 5 Principles

1. Meeting
Stakeholder
Needs

5. Separating

2. Covering the
Governance Enterprise
Fiom End-to-end
Management '
COBIT 5

Principles

4. Enabling a 3.Applying a

Single
Hollstic

Integrated
Approach Framework



COBIT 5 Enablers

3. Organisational 4. Culture, Ethic
2. Processes Structures and Behaviour

N t /

[ 1. Principles, Policies and Frameworks

6. Services, 7. People,
5. Information Infrastructure Skills and
and Applications Competencies

Resources




IT Service Management via ITIL

Information Technology Infrastructure Library



ITIL For: IT service Management

Service Strategy

Service Design

Service Transition

Service Operation

Continual Service
Improvement

+IT Budgets

+Patterns of Business Activity
+Service Portfolio information

+New and changed service assats

+Service Catalogue, SLAs, OLAs,
+Testing and Validation Criteria

-

+Known Errors from Development

+Testing and validation results
+Change Authorization

«Incidents & Problems, Events, Service Requests

+Request for Changes

«Information collected from infrastructure
monitoring

Service and Process Improvements




ITIL For: IT service Management

ITIL® is the international de facto
management framework describing “Good Organization

Practices” for IT Service Management. _—

Evolved from the UK government’s efforts during CORE Business
the 1980s to document how successful ETOCe00es :

|
organizations approached service management. ( ) .

IT Service \

By the early 1990s they had produced a large ’_j Organization

collection of books documenting the “best ki
practices” for IT Service Management. T Sorvice

Management
| (IT Business Processes)

The Office of Government Commerce in the UK

continues to operate as the trademark owner of gt
echnical

ITI L® . Activities




Security Responsibilities: wHo »»

e |Information Security Management Committee

e Senior Managements

e Information Security Manager/CISO and Department
e |ncident Response Team

e Business Continuity Team

e T, Legal/Compliance, HR, Risk and other departments
e Audit Committee

e last but not least, YOU..!!



Information Security Life Cycle

Assessment

Policy
Development

-
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